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OINKUC HABYAJIBHOT M CLUTIITHA

3AXUCT IHOOPMAILLI
KiibkicTb 3
KPE/UTIB
Pik
miroToBku, | 4-it pik, 8-it cemectp
ceMecTp
Komronent
OCBITHBOT BUOIpKOBa
IporpamMmu
Kaiinan, Haranis BonoanmupiHa, 10UEHT Kadeapu METOAMKH
Bukinanau HABYAHHs MaTEMaTHKH Ta METOIMKH HABYAHHS IH(POPMATHKH, KaH/IM/1aT
(hi3MKO-MaTEeMaTHYHUX HAYK, JIOLEHT
KOHTaKTH? kaydannv(@gmail.com
iHdopmartis
.FOHCW”“”‘ wersep 3 15.00 10 16.00
[ndopmarntiiii mpouecH, MO HPOXOJATh TOBCIOJAHO Y CBITI,
BUCYBAIOTH Ha [MEPUIMIl IUIaH, TOPsJ 13 3aja4aMu e(EKTUBHOIO
ompalioBaHHsA 1 mepedada iHdopmanii, HaHBaKIMBINIY 3a1a4y
zabe3neyenns Oesneku iHpopmanii. Ile mosicHioeTbes 0cOOIMBOO
s 3HAYUMICTIO JUI  PO3BUTKY AiepKasn Oesrneka m(popMaumun.)-(
et pecypcis, 3pOCTaHHs BapTocn iHpopMmalii B yMOBax pPHHKY, ii
s skl BHCOKOIO YPa3JIMBICTIO 1 HEPIIKO 3HAYHUM 30MTKOM Y pesysibrari i
HECAHKI[IOHOBAHOTO BUKOPHCTAHH.
O06’€KTOM BHBYEHHS HABYAJILHOI JUCHUMIUIIHH — € TEOPETHKO-
NpUKIaAHI OCHOBH 3axucty iHpopmarii. Ilpeamerom aucUMILIIHI €
cydacHi iHdopmauiiHi TexHosoriH y ranysi inpopmauiiHoi Oesrexn
Ta KpunrorpadiuHi METO/ M 3aXUCTy iHpOpMallii.
Onwuc Mertorw  BuBYeHHs  aucuuiuiiin  «TexHonorii  3axucTy
HaBuaibHOi | iHpopmawii» € GopmMyBaHHS TEOPETUYHHMX 3HAHL 110/I0 MOXKIMBHX

JUCUMIUTIHA

HeOe3nek 1 CTymeHs pU3MKY BTpar iHdopmarii, po3yMiHHs CyTi
inpopmaliiiHux ~ HpoleciB B KpunTorpadiuHux - cHCTEMax;
3aCTOCYBaHHsA KOMI'FOTEPIB JUIsl BUPIIICHHS 3aBlaHb MH(pyBaHHs |
nemndpyBaHHs, a TAKOK NPAKTHYHUX HABMYOK 110/10 3a0€311e4eHHsl
3aXUCTY MPOTrPaMHOT MPO/TYKILI.

KiiouoBi cjoBa: 3axuct iHpopmailii, KpUIITOJIOTis, TEXHOJIOT,
iH(opmariiitHi TeXHOJIOT .

OuikyBaHi pe3y/ibTaTH HABYAHHS

37aTHICT  JEMOHCTPYBAaTH  3HAHHA 3  OCHOBHHMX  PO3JILUIIB
iH(pOpMaATHKH.
3aaTHICTE  pO3pPOOISATH  @ITOPUTMH  PO3B’A3yBaHHS  3aj7a4 3

iHopMaTHKH, aHAIiI3yBaTH CKJIAAHICTh i e)eKTHBHICTh aJIrOpPUTMIB;




peayi3oByBaTH QJrOPUTMH MOBaMH IpOrpaMyBaHHs; oOMpaTH Ta
3aCTOCOBYBATH  IporpamHe  3a0e3rneueHHs Uil PO3B’s3aHHSA
MPUKIIaIHUX 3a/1a4.

31aTHICTh ~ OPraHi3oBYBaTH JISUIbHICTH  y4YHIB Ha ypoui 13
JOTPUMAHHAM PaBWI 1 PEKOMEHAALIN 1110/10 3/10pOB’s30epeKeH s
IIKOJISIPIB; BIPOBAKYBATH 3acO0M Ta METOJM 3axXHCTy iH(pOpmarii
Ta Oe3rnexn B Mepexi [urepuer.

Marepiaiin Ta pecypceu
Hasuanvno-memoouuni mamepiaiu
1.  TopbGenko lO.I., TI'opbenxo L.J1. Iudpactpykrypu BiAKpHUTHX

kouiB . Cucremu ELIL Teopist Ta npaktuka. Xapkis. @opt. 2018 ,
593c.

2. IBanmouxko C.I'. Kpunronoris. Jlesis:  Hauionanbunii
VuiBepcutet JIbBiBcbKa [Tonitexnika, 2018. 46 c.
3. Texuounorii 3axucry indopmanii [Enextponnnii pecypc]

NIAPYYHUK Ui CTyA. cnewianbHocTi 122 «Komn’ioTepHi Haykuy,
crierianizanii «IHdopmaniitHi TeXHOJI0rT MOHITOPUHTY JOBKULISY,
«["eomerpuune mojenoBanus B inpopmauiinnx cucremax» / 10, A,
Tapuascekuii; KIII im. Irops Cikopcebkoro. — ENeKTpOHHI TEKCTOBI
naui (1 ¢aitun: 2,04 Moaiit). — Kuis : KIII im. Irops Cikopcbkoro,
2018.- 162 c.

Pecypcu
1. JlucranuiitHuii Kypc AMCUMIUIIHM HA OCBITHBOMY KOHTEHTI B
CMS Moodle
http://ddpu.edu.ua:9090/moodle/course/view.php?id=2291

Tema 1. 3aranbHi acnieKTH 3aXUcTy iHpOpMallii.
Tema 2. Kpunrorpadiuni Mmetoan 3axucty inpopmarii.

Temu Tema 3. Besneka B iHpopMaliiiHuX Mepexax.
Tema 4. [IpaBuia Ge3nexu B Internet.
Tema 5. ITporpamHi BipycH Ta criocoOM iX HelTpasizarii.
Buknasay y cBOil HaBYaibHIi AISUIBHOCTI MOXKE
BUKOPHUCTOBYBATH HACTYITHI METOM HABYAHHS:
v CJIOBECHHUHU (JIeKuis, AUCKYCisl, crniBOecijia Tollo);
Meroanuni | v NPAKTUYHUIA METOJ (IPAKTUYHI 3aHATTS);
nopaau st | v' poboTa 3 HABYAJIbHO-METOAMYHOKO JITEPaTypOIo
BUKJIQJIauiB | (KOHCIEKTYBaHHS, TE3yBaHHs, aHOTYBAHHS, CKJIa/laHHs pedepaty);
«Sx v BIZICOMETO/1 Y CTOJIY4YEHHI 3 HOBITHIMH iH(GOpMaLitHUMH
HaBYaTH?» TEXHOJIOTISIMH Ta KOMIT FOTePHUMH 3acO0aMH HaBYAHHS
(aucTanuiitii, MyJabTUME/1IHI, BeO-0pieHTOBaHI);
v camocTiitHa po0oTa (po3B’s3aHHs 3aB/IaHb);
v 1H/IMBI/lyaJIbHa HAYKOBO-/10C/I1/iHA poOoTa.
Meroan4Hi 3100yBauam /15 AOCATHEHHS! HABYAJILHOT METH JIaHOT




nopajau Juis
3100yBaviB
«SAx
HaB4yaTHUCA?»

JMCLUITIIHU TIPONIOHYE€ThCS:

v\ peryisipHO 3aCBOIOBATH JICKIIIITHUIT MaTepial,
BUKOPUCTOBYIOUH CIIOBECHUIT METOJ] Ta METOJ1 poOOTH 3 HaBYAIbHO-
METOUYHOIO JIiTepaTyporo. Bukopucranus marepiaiis
JIMCTAHIIHHOTO KYypCy TaKOXK JOIMOMOKE B JIOCATHEHHI LIET METH;

v Ha NMPAKTHYHUX 3aHATTIX aKTUBHO MPUIMATH y4acThb y
PO3IIISAl OKPEMHUX TEOPETHUHMX [10JI0KEHb HABYAILHOT IMCIUTIITHH
Ta (OpMyBaHHI YMIHb | HABHYOK iX MPAKTUYHOIO 3aCTOCYBAHHS
IIJISIXOM BUKOHAHHS MIPAKTUYHKUX 3aBJ1aHb,

v BYACHO BUKOHYBATH Ta 110/1aBAaTH Ha MEPEBIPKY (B TOMY YHCIII i
3ac00aMH BUKOPHCTAHHS AUCTAHIIIHOIO Kypey) caMoCTiiiHl poboTH
J10 KOJKHOTO MPAKTUYHOIO 3aHATTA TA IHAMBIIyaJIbHI 3aB/IaHHS;

v\ aHaji3yBaTH pe3yJibTaTH KOHTPOJILHHUX 3aX0JIiB Ta yCYBaTH
BUSIBJICH] HEJIOJIIKH B 3HAHHSX.

OuUiHIOBaHHS

OuiHIOBaHHS 31HCHIOETBCS Y BHUIVISII MTOTOYHOTO KOHTPOIIIO
3HAHb, IPOMDKHUX KOHTPOJILHUX POOIT Ta OLIHIOBAHHS CaMOCTIHHHX
1 IHAMBIAYanbHUX poOIT. Pe3ynbraTH MOTOYHOrO KOHTPOJIIO PIBHS
3HaHb 3100yBayiB (KUIBKICTL OTpuMaHuX OaiiB) 000B’SI3KOBO
JIOBOJIAITBCS BHKJIAZAueM HANPHUKIHII KOKHOTO 3aHATTSA JIO BljoMa
BCiX 37100yBauiB 1 BUCTaBslOTbC B «OKypHan 00Ky MOTOYHOT
YCIIIIHOCTI  Ta BIJABILYBAHHS 3aHATL» Ta € [IJCTABOI0 IS
OJIEpKAHHS JIOMYCKY /10 MiZICYMKOBOro KOHTpouo. Koxken 3100yBauy
MO’KE€ O3HAHOMHMTHCH 3 po3nojuiom OaniB 3a BCl BHIM poOOTH
BIIPOJIOBIK CEMeCTpPY (B AMCTAHLIHHOMY KypCl, 30KpeMa).

PesynbraT HaBuaHHS OLIHIOIOTBLCS Y MPOLEC NPAKMUUHOCO
3ansamms 32 TAKUMH KPUTEPIAMU:

i, MiJl 4ac OMUTYBaHb — 3@ TOBHY 1 IPYHTOBHY BIJIOBIJb Ha
3a/1aHe 3aIIMTAHHS 3 TEMU 3aHSTTS;

v y Tpoleci BUKOHAHHS CHUTYalifHMX BIIpaB i 3aBJaHb — 3a
3arpoIOHOBAHMM MPaBUILHUI AIrOpUTM (1OCIIZI0BHICTD)
BUKOHAHHS 3aBJaHHS, 3a 3HAHHA TEOPETHMYHMX OCHOB IpOOIeMH,
NOpYIIEHOT B 3aBJaHHI; 3a  BOJOJIHHS  (opmysnamu  Ta
MaTeMaTHYHUMH METO/IaMH, HEOOX1JIHUMH JUTs BUKOHAHHS 3aB/IaHHS;
3a OTPUMAHMI MPABUILHUI pe3yJibTar.

V pasi BIICYTHOCTI Ha NPAKTUYHOMY 3aHATTI 3/100yBay BUIIO]
OCBITM TMOBMHEH CAMOCTIHHO BHMKOHATH pO0OOTY Ta HajgaTu JuIs
nepepipku. Camocriitna poGora JI0 KOKHOIO MPAKTHYHOIO 3aHSTTS
mae OyTH BHKOHAaHa J0O TMOYaTKy HACTYMHOro. IHaMBijyaibHi
3aBJIaHHS BUKOHYIOTHCS BIIPOJIOBXK CEMECTPY.

Makcumanpnuii Oan OLIHIOBAHHS pe3yJIbTATIB HABYAHHS Y
NpoLeci HAMUCAHHS TPOMIKHUX KOHTPOJIBHHX POOIT BHCTABJISETHCS
3a MpaBWIIbHI BIJANOBIAI Ha Bel nutanus poboru. s koxHOi
KOHTPOJIbHOT poOOTH HaZa€Thes po3MoAia OaliB 3a KOXKHE 3aBIaHH,
3 AKMM MO’KHA O3HAHOMHTHCDH 3aBYACHO (30KpeMa, B AUCTAHIIITHOMY
Kypci). Poboru, Hammcani Ha  He3aJ0BUIBHY  OLIHKY, HE




3apaxoBYIOThCS Ta MalOTh OyTH BUKOHAHI MIC/IA aHAII3y MOMWIOK B
JI0JIaTKOBHUH yac.

YHac1iJ0K BUSBICHHS HEBIIMOBIIHOCTI pPe3yJIbTATIB HABYAHHS
OKpEeMHMM KpHUTepisiM i3 Tiel uM 1HIIOI (HOPMH KOHTPOJIIO 3HAHBL
KUIbKICTB OasliB, sika BUCTABISETHCS 3/100yBavy BHUILOT OCBITH, MOJKE
OyTH 3HMIKEHA:
3a HEIOBHY BIJITOBI/Ib;
3a KOJKHY HEIPaBUJIbHY BIATOBI/b;
3a HeBYACHE BUKOHAHHSI 3aBJIaHHS;
3a HEJIOCTOBIPHICTD IO1aHO1 1H(pOpMaIT;
3a HEJJOCTATHE PO3KPUTTA TEMHU;
3a BI/ICYTHICTb IIOCHJIaHb HA JIITEPATYpPHI JUKEepera,
3a MOPYILEHHS aKaJAeMIuHOi J00pOUYECHOCTI.

g T N W Wl B T

ITixcymkosn
Ne remn  Ayoumopna poooma  Camocmiina poéoma i KOHTPO.Ib
(3aJ1iK)

TRl 8 10
T2 8 10
T3. 8 12 4
T 4. 8 12
LS. 8 12
Pazom 40 56

[TizcyMKOBUM KOHTpOJIEM 3 JaHOi AMCUMIUIIHM € 3alliK.
OuiHioBaHHs pPe3yJIbTATIB HABYAHHS IPOBOJUTLCS 110 3aKIHYCHHI
BHBUCHHS HABYAJIbHOI JAMCUMIUIIHM, Ha OCTAHHBLOMY IPAKTHUYHOMY
3aHATTI a00 B Mepioj] /10 1MoyaTKy eK3aMmeHalliifHoi cecii Bi/IIOBIAHO
no rpadika ocBiTHbOrO mnpouecy. Ha ocrannbomy ayauropHomy
3aHSATTI OrOJIOMIYIOTHCS 3/00yBauyaM BHILOI OCBITH BIAKPUTO (Y
MPUCYTHOCTI IPYIH) HAKOMHUYCHI HUMHU Oai MOTOYHOIO OLIHIOBAHHS
3 HABYAJIbHOI JUCUMIUIIHM, OTPUMaHl IiJl 4Yac JICKIIHHHX,
NPAaKTHYHUX 3aHATH Ta 32 BUKOHAHY CAMOCTIiHY poOory. 3aiik, siK
(opma KoHTpoJtO, nepeadavac 3apaxyBaHHs 3100yBaueBi Oalis,
HAKOIIMYEHUX 3@  pe3yJibTataMM  I[OTOYHOIO  OIIHIOBAHHS 3
HABYAJILHOT JMCUMIUIIHKM (32 HasABHOCTI Yy 37100yBava He MeHuie 60
OaniB 3a nmorouny poboty 0e3 [10/aTKOBOIO OIUTYBAaHHS) i He
BUMarae o00OB’A3KOBOT IPUCYTHOCTI 3700yBavya BMIOI OCBITH.
3100yBay mae npaBo (3a OakaHHAM) MIZABULIMTH BJIACHUI pe3y/ibTat
OLIIHIOBAHHS B Oajlax, HUIIXOM BHMKOHAHHS 3aBJlaHb CAMOCTIHHOIT
poboTH, ajie He Mi3HILIe HIXK /10 MOYaTKy eK3aMeHalliiHoT cecil.

Jlisi BuU3HA4YeHHST KPUTEPIiB OLIHIOBAHHS JUIS OTPUMAHHS
3aJ1iKy MOTPIOHO 3BaKaTH Ha TaKi 3arajbHI MOJOKECHHS:

Ha OUIHKY «3apaxoBano» (60-100 Oani) 3aciyro,ye
3100yBay BHIIOI OCBITH, KM 3a 4Yac BIJABIYBaHHS JIEKIIHHUX,
NPAaKTHYHUX i 32 BUKOHAHY CaMOCTIIHY poOOTy OTpUMAaB 3a3HaueHy
KITBKICTB OasIiB MPOTATOM CEMECTpY;




olliHKa «He 3apaxoBano» (0-59 GainiB) BUCTaBIsACTLCS 3/100yBaveBi
BHMILIOT OCBITH, SIKMH 3a 4Yac BIJIBILyBaHHS JICKIIHHUX, PAKTHUHUX
3aHATH M 3a BHKOHAHy caMocCTiiiny poGoty ne naGpaB 60 Oaii
YIIPOJOBXK CEMECTpPY, BIH Ma€ MPOrajJuHU B 3HAHHAX OCHOBHOI'O
HABYaJILHO-IIPOrPAMHOI0O MarTepiay.

Hopmu emuunoi’ nosedinku. Bianosigno o aiouvoro B JIBH3
«JJAIMTY»  koxexkcy akaaemidHoi J10OpOYECHOCTI, BCI y4YaCHUKH
OCBITHBOTO IPOIIECY B YHIBEPCUTETI MOBUHHI JOTPUMYBATHCH BUMOT
YUHHOTO 3aKOHOJaBcTBa Ykpaiuu, Craryty 1 [IpaBuii BHYyTPIIHEOIO
pO3MOPAAKY  YHIBEPCHUTETY,  3araJIbHONPUHHATHX — MOpaIbHHUX
NPUHLMIIB, [PaBUI [OBEAIHKH Ta KOPIMOPATHUBHOI KYJIbTYpPH;
niaTpumyBatu - atmochepy 100pO3MUIMBOCTI,  BIANOBIIAJIBHOCTI,
MOPSITHOCTI W TOJIEPAHTHOCTI; MiJIBUILYBATH IPECTHK YHIBEPCHTETY
JIOCATHEHHSIMM B HABYAHHI Ta HAYKOBO-AOCJIIHUILKINH JisJIBHOCTI;
N0alIMBO CTAaBUTUCS 10 YHIBEPCHTETCHKOTO MaliHa.

Arademiuna 0obpouecnicmob. OUIKYETHCS, 110 poOOTH 300yBaqiB
OyayTh 1X OpPHUIIHAIBHUMM JOC/I/UKCHHSAMH YU MIPKYBaHHSIMH.
3100yBayl He BHAAIOTh 3a CBOI pe3yJsibTaTh poOOTH IHIIMX JIIOJICIH.
[Ipn BuUKOpHCTAHHI YYXKHMX 1ef 1 TBEp/UKEHb Yy BJIaCHHX poOoTax
00OB'A3KOBO TMOCHIAIOTHCS HAa BUKOPUCTAHI JpKepesa iH(opmartii.
I[Tix yac OUIHIOBAHHS Pe3yJbTATIB HABYAHHS HE KOPUCTYIOTHCS
HEJI03BOJICHUMH  3ac00aMH, CaMOCTIHHO BHKOHYIOThH HaBYaJIbHI
3aBJIaHHS, 3aBJIaHHS  [IOTOYHOIO Ta IiJICYMKOBOIO KOHTPOJIIO
pe3y/bTaTiB HaBYAHHS.

BizBigyBauus 3aHath € 000B’s3koBuUM. 3100yBaui 30008B's3aHi
JOTPUMYBATUCS  TEPMIHIB ~ BUKOHAHHSA  YCIX  BHJAIB  poOiT,
nepegdaueHux podOU0I0 MPOrpaMoro Kypey.

BripojioBx 3ansTh 3/100yBavi BUIOT OCBITH

MOBMHHI BHKOHYBATH Jil0Yi IpaBWJIa OXOPOHHM Mpaii 1 Oe3neku
KUTTESUIBHOCTI  Ta  MOKYTbh  KOPHUCTYBATHCS  CJIEKTPOHHHMH
JeBaiicamu Juis 00YHMCIICHb ITPH PO3B’SI3yBaHHI 3a/1a4.

[TepeBaru
BUBYCHHS
HaBYaJIbHOT
JIMCIUTUITHH
«bonyc
BUBYEHHS»

Kypc 3axucr indopmauii B nejaroriyHux yHiBepcuTeTax Mae
Ha MeTi 03HaHOMMTH 3/100yBadviB NEPIIOrO PiBHSA BHIIOI OCBITH 3
OCHOBAMM WI€T HAYKH, OCKUIBKH BOHA IOCIJA€ BaXJIMBE Micle B
npodeciiiniii nigrorosui MaitGytHix yuureni indopmatuku. Cij
3a3HAYMTH, 110 KypC Mae€ SCKpPaBO BHUPAXKEHE [PAKTHYHE
cnpsAaMyBaHHs. Jlucuuiiina po3BMHYJIAach 3 NMPAKTHYHOI M0TpedH
nepelaBaTH BaXK/IMBI BIJIOMOCTI HaiHaaiHIIIMM uynHOM. Bona e
O/IHMM 3 OCHOBHMX 3ac00iB 3axucTy iH(pOpMaliil y KOMIT'IOTepPHHUX
Mepekax 1, i K HaCJIiJIOK €, HaHaKTyalbHIIMM HAIPAMKOM CY4acHHX
KOMIT FOTEPHUX TEXHOJIOT 1.

Buknagau ~ ), WZ H.B. Kaiigan




