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1. Onue HABYAIBLHOT AMCUHILTIHH

XapakTepHCTHKA HABYAJIbHOT

HaiimenyBaHHus nokasnukis AHCUHILTIHH

AeHHa popMa HABYAHHS

Kinekicts kpeauris — 3 BubipkoBa

Pix niarorosku:
4-i
Cemectp
8-i1
Jlexuii
24 ropn.
JlaGoparopHi

TuxHeBUX roauH s 24 rog.
JI€HHOT ()OPMH HABYAHHS:
KOHTaKTHHX — 2,8

3arajibHa KiJIbKICTh
roauH — 90

Camocriitna po6oTa

caMoCTiiHOT po6oTH 42 rop.
3n00yBava — 2,5 Biz1 KOHTPOJIIO:
3aliK

Meroro BuBYeHHs aucuumiinu «besrneka nporpam Ta naHMX» € (GOPMyBaHHS
TEOPETHYHMX 3HaHb LIO0J0 MOXJIMBUX HeOe3neK i CTyneHs pU3MKy BTpar iHdopmallii,
po3yMiHHS  CyTi iHdopMmauiiiHux mnpoueciB B  KpunrtorpadidHMX  CHCTeMax;
3aCTOCYBaHHS KOMII'IOTEPIB [UIs BUpilleHHs 3aBJaHb WHppyBaHHs i AemndpyBaHHs, a
TaKOX NMPAaKTUYHNUX HABMYOK 110/10 3a0e3MeYeHHs 3aXUCTy MPOrpaMHoOi IPOIYKIIii.



e ‘urogod
eHdrodinoy  ‘mmeinscadun  nrigomnow
‘U1000d  IOHHILOOWED  KHHEBHOIHINIO

"elreHe ‘sHHRdALHINAd ‘sHHREAEaL ‘Tiewdodu1

logoMIrtgor  exgodgo  :MUToroWw  mHhHL¥edn
‘g1med LOHOWDY!
‘BHHMd1o011D MITOLOW IHhOBH -

"LoHdarH] prodow

€ IId1EQ Bl IewdodHr ALoMXeE HITOLOW BL HQOJRE
ureaxaresodug aidrronm sHHMKAdaQeK godovre

orrom unrerHawoyad 1 rmgedn wsnHEWHdLOY

€1 mod£ eH g1HRA 91THIIKIY HirdAg0EIHRIO JIN L
"1L0Qod HIHIIIITREON |

HIHORINREOI A “MOdA BH ILIOIFOHXAL IHHITTENTHAWONAIAL
el iHuNmeWdodH1 HiegaAg000108E 1N L

"heRE XUHIRINMdI BHHREE 8£0d KINT KHHORJIEIQRE
suwed.iodn nieafgosoroee e1 niedugo ‘sunegAwediodn
uwedow uwindoarre uieafgocnread ‘amwindoare

‘arodinoy  wmgornmimad  ‘exdigadon | <1oAMoMY ‘1Amomr 'BIIDIDL (HITOLOW THOREOID - | 9IJHEMINO(S U L1OIHIRIND HiedAsireHe ‘uxuiendodni

BHhHIYedI  ‘KHHREALMIIO  QHOWIOHMII MLIOIFOHXJL XHHHITRHOHHI € herree sHHedAeK geod mwindoarre nikrgodeod sm g

BL  OHOA  ‘dIhedAQOVE  OLLOIHAIEKIY | WkHHRLOHdONHE 3 KHHEhHRH 41I70LOW ‘winrewdodnr

OloHdlreh#eH e kHHOXAda1oon)) | xumauivedolnl el xuHMNMredl EHHEHIOO[] | sumreod  XMHHOHOO £ KHHEHE aAdronoway
o1rod LHOM HYOLIA] BHHEhEEH HIOLIA Rt
HLBLIIrALd J

«xuuer el wediodu exousag»

HHIIFIHIDHY I0HII'EhEEH € 0Ir0d LHON 91V019W ‘BHHEhEEH SIV0LIW ‘BHHERSEH g1LeldrAsad snudiepy 7




3. CTpykTypa HaBYAABLHOT AHCUHIIIHH

KinbkicTh roaun
Ha3Bu Tem LB Bapms
yChOT 30Kpema
0 a1 | 16 c.p.
Tema 1. OcHoBHI MOHATTS Ge3neku NporpaM Ta AaHMXx. 20 5 5 10
Tema 2. Besneka 36epiranns ganux 8 OC
MICROSOFT. At s e
Tema 3. LlenTp 3a6e3neuenns Gesnexw. 18 5 3 8
Tema 4. Cucremu aHalli3y 3aXMIIEHOCT] Mepexi. 18 5 5 8
Tema 5. IJICF-ITP[(I)iKauiﬂ Ta ayTeHTUdiKaLis 16 4 4 8
KOPUCTYBauiB.
Yeboro roaun 90 24 | 24 42

4. [Iporpama HaBYAJIbHOT AHCUHIIIHH

4.1. Temu nexuii

No Kinekicr
Ha3sBa remu b
3/m
rOIMH
[Ipeamer i 3anaui 3axucty nporpam i ganux. Bpasausicts
1 KOMIIOTepHUX cucTeM. [losiTvka Gesrneky B KOMIT' IOTEpHUX 5
' cucremax. OuiHKa Ta MeXaHi3MM 3aXHCTy IPOrpaM Ta JIaHHX.
CrangapTH 3axXHCTy JaHHX.
TexHosorist TIHLOBOTO KOMiKOBAHHS JaHUX, 0OMEXKEeHHS TIHbOBOTO
KOMilOBaHHS TOMIB, yCTAHOBKA | BUKOPHCTAHHS T€XHOJIOTI]
’ TiIHBOBOI'O KOIIIOBAHHS TOMIB, apXiBallis JaHHX, poGora 3 5
' nporpamoro apxisauii backup, crparerii apxiBauii, cTBopeHHs
BiIMOBOCTIHKHMX TOMIB [UIst 30epiraHHs JaHuX, poGoTa 3
J3epKajJlbHUMH, poboTa 3 Tomamu RAID-5
3 [Tapamerpu 6e3nexkn WINDOWS, cTBOpeHHS BUKIIOUEHHS U 5
NPOrpamMu, CTBOPEHHs BUHSATKIB JJIsl [IOPTIB.
[IpuHumnmu po6otu cucreM anainizy 3axumenocti, MICROSOFT
4. BASELINE SECURITY ANALYZER, onuc nepesipok, 5
BUKOHYyBaHMX MBSA, ckanep 6e3nexku XSPIDER
5 [nentudikauis kopucTyBauiB. AyTeHTH)IKALs KOPUCTYBAYiB. 4
' [lepeBipka aBTeHTHYHOCTI KOpHCTYBadiB. [IpoTokonu inentudikanii.
Paszom 24




4.2. Temu naGopaTopHHX 3aHATH

Ne Kinbkict
s Ha3Ba temu b
rOJIMH
1 Po3mexyBanHs noBHOBaXKeHb KOPHCTYBaYiB Ha OCHOBI 5
MapoJibHOI ayTeHTU(IKAaLli].

2, JloryBauHs il KopucTyBauiB y nporpaMHuX crcTemax. 5

5 MeTonu 3axucty nporpamHoro 3abesneyeHHs. 5

4 3axuct BeG-pecypciB Big 60TiB Ta criaMy 3a 10MOMOroo 5

: mexaHismy CAPTCHA.
5. AHai3 3axuieHocTi BeG-pecypcis. 4
Pa3zom 24
4.3. Camocriiina po6ora
No Kinekicr
el Ha3zBa tremu b
rOJIMH
l. Cepsicu i MexaHi3MHu 3aXHCTYy. 10
5 Upnﬂunnn no0yn0BH 6104HHUX MHPPIB Ta KPUNITOCHCTEM 3 8
BIZIKPUTHM KJIIOYEM.
3 Cy4acHi alropuT™MH CHMETPUYHOrO Ta ACHMETPHYHOTO 8
' KU dpyBaHHS.

4. Cy4acHi aJIrOpUTMH XelryBaHHs. 8

3, OcHOBHi MeToaH Ge3MevHOro HalMCaHHs KOy MpOrpaM. 8
Pasom 42

S. KpuTepii oninioBanHs pe3yibTaTiB HABYaHHS

OuiHIOBaHHS 31iHCHIOETBCS y BUIISIAI MOTOYHOTO KOHTPOIIO 3HAHB, MPOMIKHHX
KOHTPOJIbHHX POOIT Ta OUIHIOBAHHA CAMOCTIHHMX i IHAMBIAyanbHUX pobiT. Pe3yapraT
MOTOYHOIO KOHTPOJIO piBHA 3HaHb 3100yBa4iB (KiJbKICTH OTpMMaHMX OaliB)
000B’A3KOBO JI0BOJATHCS BHMKJIAJa4yeM HANPUKIHII KOXKHOTO 3aHATTS 40 BioMa BCiX
3100yBauiB i BUCTaBsI0TECS B «XKypHau 06riky notounoi yenimnocTi Ta BifBigyBaHHS
3aHATbY Ta € MiACTABOIO JUIS OJIepXKaHHs JOIMyCKy [0 MiCyMKOBOro KoHTpomo. Koxen
3100yBa4y MOXe O3HAaHOMMTHCH 3 PO3MoJinoM GaliB 3a Bci BHUAM PoGOTH BIPOIOBIK

ceMecTpy (B AMCTaHUIHHOMY Kypci, 30Kpema).

Pesynbrati HaB4yaHHsA OLIHIOIOTBCS y mpoleci z1abopamopHozo 3ansamms 3a

TaKUMH KPUTEPisIMHU:

MiJl Yac ONMMTYBaHb — 3a MOBHY i IPYHTOBHY BiAINOBiAb Ha 3aJaHe 3aITUTAHHS 3

TEMH 3aHATTA,




v’y mpoueci BUKOHaHHS CHTyauiHHHX BIIPaB i 3aBJaHb — 3a 3alpPONOHOBAHMI
NMpaBUIbHUH aIrOPUTM (TOCTIIOBHICTh) BUKOHAHHS 3aBIaHHS; 33 3HAHHS TEOPETHYHUX
OCHOB Mpo0jieMH, MOpyWIeHOI B 3aBAaHHI; 3a BOJOMIHHS dopmynamu  Ta
MaTeMaTHIHUMH METOJaMH, HEOOXIAHMMH JUIS BUKOHAHHS 3aBIAHHS; 33 OTPUMAHMH
NpPaBUJIbHUMN pe3ysIbTar.

Y pasi BizcyTHOCTI Ha 1a6OpaTOpHOMY 3aHSTTI 3100yBa4 BUIIOT OCBITH MOBUHEH
CaMOCTIiiHO BUKOHATH POGOTY Ta HaJaTH AMIs MIepeBipKH.

Camocriiina po6oTa 10 KOKHOTO MPaKTHYHOTO 3aHATTS MAe OyTH BHKOHaAHa J10
MOYaTKy HACTYMHOTO. [HAMBIYya/IbHI 3aBaHHS BHKOHYIOTBCS BIPOIOBXK CEMECTPY.

Maxkcumanbhuii 6an OUIHIOBAHHS pe3ysbTaTiB HABYAHHS y TIpolieci HarmucaHHs
MPOMIXKHHUX KOHTPOJILHHX POGIT BUCTABISETHCA 3a PABHIIbHI BiANOBI/i HA BCi THTAHHS
poboTH. Jlns KOXKHOI KOHTPOJBHOT POGOTH HaZaeThes posnonin GamiB 3a KoxHe
3aBlIaHHA, 3 IKHUM MOXHA 03HAHOMHTHCh 3aBYacHO (30KpeMa, B JUCTaHUiiiHOMY Kypci).
PoGotn, Hamucani Ha He3anoBinbHY oOLiHKY, He 3apaxoByIOTbCS Ta MalThb OyTH
BHKOHaHI ITiC/Is aHasli3y MOMMIIOK B J0AaTKOBHIf Yac.

YHacliZoOK BUSABIEHHS HEBIAMOBIAHOCTI pe3y/bTAaTiB HaBYAHHS OKpEeMHUM
KpUTepisM i3 Tiei um iHmol (OpMH KOHTPOMO 3HAaHB KiJbKiCTH OaniB, sKa
BHUCTaBJISETBCA 3100yBady BUIIOT OCBITH, MOKe GYTH 3HHKEHA:
3a HETNOBHY BIJAINOBI/Ib;
3a KOJKHY HelpaBHJIbHY BiAMOBi/Ib;
3a HeBYaCHe BUKOHAHHS 3aBJIaHHS;

3@ HEJIOCTOBIPHICTb M0AaHOT iHOpMaLlii;

38 HEJIOCTATHE PO3KPUTTS TEMH;

3a BIICYTHICTb IOCHJIAHb Ha JiTepaTypHi Jkepena;

3a MOpYIIEHHs aKaJeMiuyHoi 106poYecHOCTI.

[TincyMkoBMM KOHTpOJIEM 3 1aHOT AMCLMILTIHY € 3amiK. OUiHIOBaHHS pe3y/bTaTiB
HaBYaHHS TMPOBOJAMTLCS [0 3aKiHY€HHI BHMBYEHHS HaBYalbHO! [UCLMIUIIHH, Ha
OCTaHHbOMY MpPAaKTHYHOMY 3aHATTI abo B mepioJ A0 MOYaTKy eK3aMeHaliiHoi cecil
BIAMOBIAHO 10 rpadika ocBiTHbOro mpouecy. Ha ocraHHbOMY ayJIUTOPHOMY 3aHSTTI
OroJIOMIYIOTbCS  3100yBayaM BHIIOT OCBITH BIZKPUTO (y MPUCYTHOCTI TIpyIH)
HaKOMNWYeHl HUMM GaM MOTOYHOrO OLIHIOBAHHS 3 HABYAJIbHO! AMCLMILIIHH, OTpHUMaHi
Mi Yac JeKUiHHNX, NPaKTHYHHUX 3aHSATh Ta 3a BUKOHAHY caMoCTiitHy po6oTy. 3aik, sk
(opma koHTposmO, mepenGauae 3apaxyBaHHsi 3100yBaueBi OasiB, HAKONHYEHHX 3a
pesyabTaTaMH MOTOYHOIO OLIHIOBAHHSA 3 HABYAJIbHOI AMCLMIUIIHM (328 HAsBHOCTI Y
3100yBaya He MeHine 60 GaniB 3a MOTOYHY po6oTY - Ge3 10AaTKOBOrO OMUTYBAHHS) i
He BUMarae 000B’sI3K0BOi NPUCYTHOCTI 31100yBaya BUILOT OCBITH. 3100yBay Mae NpaBo
(32 OaxaHHAM) MiABULIMTH BIACHUM pe3yJbTaT OLIHIOBAHHA B Oanax, MIIXOM
BHKOHAHHS 3aBJaHb CaMOCTIHHOI poOoTH, ajne He Mmi3HiMle HDK J0 MOYATKY
eK3aMeHaliiHoT cecil.

RENNKNANK



lkana oniHOBaHHS pe3yIbTaTiB HABYAHHS 3100yBa4iB BHIIOT OCBITH

3a HAIOHAJIBHOIO IKAJIOK0
3a HAKONMHYYBAJIBLHOIO . o~
100 < Baisnie meansio 01 eK3amenie, 36imie 3. P
RPAKMUKU, KypCoeux pobim
90 - 100 Ganis BIZIMIHHO
75 - 89 6anis nobpe 3apaxoBaHO
60 - 74 Gainis 3a/10BIJIbHO
26 - 59 Gauis He3aJ10BIJILHO
- - He 3apaxoBaHO
0 - 25 Ganis HETNIPUHHATHO

6. 3aco0m 1iarHOCTHKH pe3y/IbTATiB HABYAHHS

3acobaMu OLIIHIOBAHHS Ta METOAAMHM JA€MOHCTPYBaHHs pe3yJIbTaTiB HaBYaHHA 3
HaBYaJIbHOI JIMCLIMIIIHHY €
» TPYIOBi MPOEKTH;
» IHIMBiZyaJbHi 3aBJAHHS;
» 3alliK.

7. PekomenoBana jiteparypa

OcHoBHa
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1O. A. Tapuasebkuit; KITI im. Irops Cikopebkoro. — Enektponni Tekcrosi naui (1 ¢aiin:
2,04 MGaiir). — Kuis : KIII im. Irops Cikopcskoro, 2018. — 162 c.
JloaarkoBa

1. Axynenko, Ipuna. llludp ixenepa Ta MoxyibHa apupMeTHKa y HaBYaHHi
MaTeMaTHkH Ha nornubienomy piai [Tekcr] / 1. Akynenko, H. Kpacuomuuk, lO.
Jlewenko // MatemaThka B piJHiil KoM | HAyK.-MeTO. *KypH. - 2017. - Ne 1. - C. 20-
24,

2. besymak 0.0, Tantomkin O.I'., KouyGinceka €.A. HaBuanbHuil mnociGHHUK 3
JNiHiAHOT anreGpy s CTYIEHTIB MexaHiko-mMatemaTHyHoro dakyisrery. — K. : BITL]



«KuiBcbkuit yHiBepcureT», 2019. — 224 ¢,

k8 HuckpetHa Matemaruka. Teopis MHOXKHH i BiZHOIIEHS. Kom6Ginatopuka.
Yucnienns BuCIOBIIOBaHL: HaBy. noci6. / H. IT. TmeHoBa ; KuiB. Han. yH-T im. Tapaca
[lleBuenka. - Kuis : Kuiscbkuii ynipepeurer, 2018. - 103 c.

4. Hposnenko B.O. Buiia maremaTtuka: Heo6xinHuii TEOPETHYHHUN MIHIMyM: HaBW.
noci6. B.O. [Iposnenxo, O.J1. Hposnenko B.: ITwonkiscskuit O.B., 2020. 264 c.
5 Koryr 0. I. Kopnoparusna Gesneka: mpaktiunmii nociGuuk. KoHCaITHHIOBA

komnadist «CIJIKOH», 2021. — 460 c.

6.  Jlicosceka 1O. Indopmaniiina Gesneka Ykpainu: HaBu. noci6., Koumop, 2018. -
172%,

7. Ou-naiin niapyunuk 3 kpuntorpadii. Pexum aocrymy: https:/cutt.ly/vYii7HQ

8. Inpopmauiiini pecypen B Intepneri

1. Kpunrorpadis na Python: https://habr.com/en/post/265309/

2 Jlira Bisuec Indopm www.liga.net/

3. Matremaruunuit naprrep. Pexxum goctymy: http://mathpar.com/

4.  Hasuanbna nitepatypa www.pidruchniki.ws

S.  HopmarusHi aktu Ykpainu www.nau.kiev.ua/

6. OcHoBH KPUIITOJIOTII. Pexum JOCTYIIy:
https://moodle.znu.edu.ua/course/view.php?id=4199

7. OcHOBHi MOHATTS KPINTOJIOTiT: http://lib.mdpu.org.ua/e-
book/kruptologiya/lect1.html

8.  TlopiBHsHHS CUMETPHYHHUX Ta aCUMeTPHYHHX KPUITOCUCTEM:

httDs://sites.google.com/site/sucasnikriptosistemik/home/Dorivnan&-simetricnih-
zasimetricnimi-kriptosistemami

9. [TourykoBuit cepBep www.google.com.ua

10.  Cepsep BepxoBnoi Paau Ykpainn www.rada.kiev.ua

11.  Cepsep yxpaincebkoi entmkioneanii www.uk.wikipedia.org

12.  Vkpaiucbke npaBo www.ukrpravo.com

13.  Ilndpysanus y Python: https://python-scripts.com/encryption-cryptography

9. [locunanus Ha JAHCTAHUIAHUI Kype

JucTaHuiinui Kypc IMCLUMIUTIHM Ha OCBiTHBOMY KoHTeHTI B CMS Moodle
http://ddpu.edu.ua:9090/moodle/course/view.php?id=2291



