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1. Onuc HABYAJIBLHOI AUCHUILTIHA

XapaKkTrepucTHKAa HABYAJIbHOI

HaiiMmeHyBaHHSsI IOKA3HUKIB AUCHHUILIIHA

ACHHAa q)opMa HaBYaHHA

Kinpkicth kpeauTiB — 3 Bubipkosa

Pik miaroToBKu:
4-i
Cemectp
8-1
Jlexuui
24 ron.
JlaGopartopHi

TwKHEBUX TOIUH JUIS 24 roj1.
JIEHHO1 (popMU HaBYAHHS:
KOHTAaKTHUX — 2,8

3arajpHa KUIbKICTH
roauH — 90

Camocriiina poOoTa

camMoCTIHOT poOOTH 42 ron.
37100yBada — 2,5 By KOHTPOJIIO:
3aJIiK

MeTto10 BuBYEeHHS AUCHUIUIIHU «OCHOBU Oe€3Meku 1H(QOpMaIiiiHUX CUCTEM) €
(opMyBaHHS TEOPETUYHHUX 3HAHb IIOJ0 MOKJIMBUX HEOE3MEK 1 CTYNEHS PU3HUKY BTpAT
iH(dopMalii, po3yMiHHS CyTI IHPOPMaLIMHUX MPOLECIB B KPUNITOTpadIuHUX CUCTEMAX;
3aCTOCYBaHHS KOMIT'IOTEPIB JJisl BUPILIEHHS 3aBlaHb MUGpyBaHHs 1 nemudpyBaHHs, a
TaKOX MPAKTUYHUX HABMUYOK L1010 3a0€3MEeUEHHS 3aXUCTY IPOrPAMHOI MPOIYKIIIi.



2. MaTpuis pe3yJbTaTiB HABYaHHA, METOXiB HABYAHHS, METOAiB KOHTPOJIIO 3 HABYAJBHOI TUCIUILTIHI

«OcHoBH 0e3nexu iHGopMaLIHHUX CHCTEM)

Metoaun HaBYaAHHSA

MeToau KOHTPOJIIO

PesyabTratn
HABYAHHA
JlemoHCTpye  3HaHHS 3  OCHOBHHMX  PO3JLIIB
iHhopmMaTHKH.

YMie po3po0IIATH aNropuTMH pO3B’sI3yBaHHS 3a/1a4 3
iH(OpMaTUKH, aHANTI3yBaTU CKIAAHICTh i €()eKTUBHICTh
aJITOPUTMIB; Pealli30ByBaTH AITOPUTMH MOBaMH
porpaMyBaHHs; 0OMpaTH Ta 3aCTOCOBYBATH IPOTPaMHE
3a0e3neueHHs U1 PO3B’I3aHHS MPUKIATHUX 3a/1a4.
VYwmie 3acTocoByBaTH iHPOpMAIiiiHi Ta
TEJIEKOMYHIKAaIliiHI TEXHOJIOTIi Ha ypOIli, y M03aKIacHii
1 Mo3alKiIbHINA poOOTI.

VYMie opraHi3oByBaTH AisUTbHICTb YUHIB Ha ypoIli 13
JOTPUMAHHSM MPABUII 1 peKOMEH AL} 111010
3710pOB’s130€pexKEeHHs MIKOJISIPiB; BIPOBAIKYBATH
3aco0u Ta METOM 3axKCTy iH(opMarlii Ta 6e31nexku B
Mepexi [HTepHerT.

[Toeqnanus TpaguIiiHUX Ta 1HTEPAKTUBHUX
METOMIB
IHHOBAIIHNUX TEXHOJIOT1H:

- CJIOBECHI METOJIU: JIEKIIisl, TUCIYT, JUCKYCis;

HaB4YaHHA 3 BHUKOPUCTAHHAM

- HAO4YHI METO/M: CIIOCTEPE)KEHHS,
JIeMOHCTpAIIis;
NpakTUYHI ~ METOAu: 00poOKa  JOBiTKOBOI

iH(popMallii, Te3yBaHHS, pelieH3yBaHHS, aHATI3.

CnocrepekeHHST 32 HABYAJIbHOIO
TISUTBHICTIO

IIHMCBbMOBC

3100yBaviB, YCHE Ta

ONUTYBaHHS, MPaKTUYHA
PEUTUHT OBHI

CaMOCTIMHOIL

nepeBipka,
OLIIHIOBAHHS

KOHTPOJIb,
poboTH,
JTOTIOBiAl

Npe3eHTallii, KOHTPOJIbHA

pobotH, 3aiK.




3. CTpyKTypa HaBYAJIbHOI JUCHMILTIHU

KinekicTh rogun
Jenna popma
Ha3zsu Tem
30KpeMa
YCBhOTO
hi§ 6 c.p.
Tema 1 3a§e3nequHﬁ 3axucTy iH(popmalii B iHpopmaiiitHo- 20 5 5 10
KOMYHIKaILlIHHUX CUCTEMaX.
Tema 2 OQHOBHi 3arpo3u Oesmeni iHpopmarii B iHpopMariiHO- 18 5 5 8
KOMYHIKallIHHUX CHUCTEMaX.
Tema 3. HopMaTuBHI JTOKYMEHTH 3 OI[IHIOBAHHS 3aXHINEHOCTI 18 5 5 8
iH(opmMarrii.
Tema 4. 3axuct indopmallii Ha piBHI ONEPaliiiHOT CHCTEMHU. 18 5 5 8
Tema 5. 3axuct indopmallii B pO3NOIIICHUX CHCTEMAaX. 16 4 4 8
¥Ycboro ronuu 90 24 24 42
4. IlporpaMa HaBYAJbHOI JUCUMILTIHU
4.1. Temu Jiekuin
No KinbkicTs
Ha3sa Temu
3/ TOIUH
1 bazogi nousTTs. bynosa cucrem 3axucty indopmariii. OcHOBH 5
] KpUNTorpadgiuHuX METOMAIB 3aXUCTy iH(opMaIlii.
2. Tunosi Bpa3IMBOCTI CHCTEM 1 aHAJII3 IPUYUH iX MOSIBH. 5
3. HopmaruBHo-npaBoBa 6a3a Ykpainu. Mixkaaponnuii crangapt ISO/IEC 15408. 5
AmnapaTHe 3a0ecriedeHHs 3ac001B 3aXMCTy. 3aXMILEHI oNepalliiiHi CuCTeMHu.
4, 3aco0u 3axucty B onepainiiHiil cuctemi Windows. Cuctemu o0poOaeHHs 5
KOH(}i1eHIiIHOI iHpopMalii.
5 OcHoBu Oe3nexu 1HPOpMaIlii B KOMIT IOTEpHUX Mepekax. besneka mepexHux 4
' npoTokouiB [HTepHeTy. besneka npuknaanux cinyx0 IHTepHery.
Pa3zom 24
4.2. Temu J1a00OPATOPHUX 32AHATH
No Kinpkicts
Hassa temu
3/n TOAMH
1. OcHoBu kpunrorpadiyHUX METOJIB 3aXUCTY 1H(hOpMaIlii. B
Opranizariifa po0oTa i3 3axucTy iH(opMarlii 3 0OMeXEHUM JI0CTYIIOM B
2. . . 5
kpainax HATO i1 €C.
3 BuBueHHSI MIXXHAPOTHOTO CTaHAAPTY 3 OLIHIOBaHHS Oe3MeKu 5
' iHdopmaniinux TexHosorii (ISO/IEC 15408)
4 BuBuenHs oprasizaniiHoi poorotu ciry:x0u 3axucty iHdopmariii B 5
ABTOMATH30BaHUX CHCTEMaX
o. VYnpasainas 6e31ekor0 iHGopMaIifHO-KOMYHIKAIIHHUX CUCTEM. 4
Pazom 24




4.3. CamocrTiiina po0oTa

Ne KinbkicTs
Has3ga temu
3/ TOIUH
1 Teopernuni ocHOBH 3axucTy iH(popmarii. (OnopHUN KOHCIIEKT, 10
' MIPE3CHTAIIIS)
2 HIkignmuBe nporpamue 3ade3nedenns. (OnopHU KOHCIIEKT, TPYITOBHA 8
' MIPOEKT)
3. Po3BuTok crannapriB 6e3nexu. (OnopHUN KOHCIIEKT, MPE3CHTAILis) 8
4 3acobu 3axucty B onepaniiHiil cuctemi UNIX. (OnopHuMii KOHCIIEKT, 8
’ 1HAMBIAYaTbHUMA TPOEKT)
3aco0u 3aXUCTy B pO3MOAUICHUX iH(POPMALIHHO-KOMYHIKallIHHUX CUCTEMAaXx.
5. [lepenaBanus indopmaiii yepes 3axuiieHi Mmepexi. (OnopHui KOHCIIEKT, 8
Hpe3eHTAallis)
Pa3zom 42

5. Kpurepii ouiHIOBaHHS pe3y/IbTAaTiB HABYAHHA

HaBuanbHa nuCHUIUTIHA BUKIIAIAE€THCS OJMH CEMECTP Ta OI[IHIOETHCS MAKCUMAIIbHOIO
orinkoro y 100 Garis.

OulHIOBaHHS 31MCHIOETHCS y BUIJIAI MOTOYHOTO KOHTPOJIIO 3HAaHb, OLIIHIOBAHHS
nabopaTopHUX Ta camocTiHuX poOiT. KoxeH 3m00yBad MoKe O3HAHOMHUTHCH 3
po3Mo/iiyioM 0atiB 3a BCl BUAM pOOOTH BIIPOJIOBK CEMECTPY (30KpeMa, B TUCTAHIIIHHOMY
Kypci).

Pe3ynbraty MOTOYHOTO KOHTPOJIO PiBHS 3HaHb 3700yBayiB (KIJIbKICTH OTPUMAHUX
0aiB) 000B’SI3KOBO JIOBOJATHCS BHKJIaJa4eM HAIPUKIHII KOXKHOTO 3aHATTS J0 Biaoma
BCiX 3700yBayiB 1 BUCTaBISIOTHCS B «JKypHanm 00Ky MOTOYHOI YCHINIHOCTI Ta
B1JIBITyBaHHSI 3aHSIThY.

Po6ora i yac 1a00paTOpHOro 3aHITTS OLIHIOETHCS 32 HACTYITHUMU KPUTEPISIMU:

¢ OINUTYBAaHHS — MOBHOTA Ta I'PYHTOBHICTh BIJIMOBIJl Ha 33JaHE 3alIUTAaHHS 3 TEMU

3aHATTS,

o BUKOHAaHHA CHUTyallMHUX BIOpaB 1 3aBJaHb — 3a 3alPONOHOBAHUN aITOPUTM
BUKOHAHHS 3aBJAaHHS; 32 3HAHHS TEOPETUYHUX OCHOB MPOOJIEMH, MOPYIIEHOI B

3aBAaHHl; 3a BOJIOAIHHA (opMyJamMu

Ta Mar€MaTU4YHHMH MCTOAdaMHU,

HEOOXITHUMU JUTsl BAKOHAHHS 3aBAaHHS; 32 OTPUMAaHUI MPaBUJILHUNA PE3yIbTaT.
VY pasi BiACYTHOCTI Ha JaOOpPAaTOPHOMY 3aHSTTI 3400yBay BHINOI OCBITH IMOBUHEH
CaMOCTIITHO BUKOHATH pOOOTY Ta HaIaTH ISl IEPEBIPKH.
[Ipu npoBenmenHi (HopM KOHTPOIIO 3HAHb MAaKCUMaJIbHO BCTAHOBJICHUW Oan 3a
KOXKHOIO 3 TeM MOXe OyTH 3HIKEHO Y HACTYITHUX BUMAIKAX:

3a HETIOBHHI PO3B’ 30K 3aB/IaHHS,

3a KO’KHY HENPAaBWJIbHY BiJIIIOBI/Ib;

3a HasIBHICTH ITOMUJIOK;

32 HECBOE€YACHE BUKOHAHHSI 3aBJJaHHS;

3a HEJOCTOBIPHICTH MOAaHO1 1H(OpMAIIii;

3a HEJIOCTaTHE PO3KPUTTS TEMU;

3a BIJICYTHICTh OOIPYHTYBaHb Ta BUCHOBKIB,;

3a MOPYIIEHHS aKaJeMIuyHOi JOOPOYECHOCTI.



Po3noaina 0aJiB 3a Temamu

Tema | IpakTuuni 3ansarTsa | Camocriiina podora | 3aiik
Tema 1. 10 10
Tema 2. 10 10
Tewma 3. 10 10 0
Tema 4. 10 10
Tema 5. 10 10

Pazom 50 50 100

Jl5ig BU3HAYEHHS! KPUTEPIiB OLIHIOBAHHS JUIsi OTPUMAHHS 3Ky MOTPIOHO 3BaXKaTH
Ha TaKi 3arajibHi MOJOKEHHS:

Ha OLIIHKY «3apaxoBaHo» (60-100 6aJiB) 3acnyroBye 3100yBad BUILOT OCBITH, SIKUI
3a yac BIJBIAYBaHHS JIEKI[IMHUX, MPAKTHYHUX Ta/ad0 1abOpaTOpHUX 3aHATH W 3a
BUKOHaHY CaMOCTIHHY poOOTYy OTpUMaB 3a3HAYEHY KIJIbKICTh OajIiB IPOTATOM CEMECTPY;

OIliHKa «He 3apaxoBaHo» (0-59 6auiB) BUCTaBIsETHCS 3100yBayeBl BUINOI OCBITH,
AKUW 3a 4ac BiJIBIIyBaHHsI JICKI[IHHUX, MPAKTUUYHUX Ta/a00 1abOpaTOPHUX 3aHATH U 3a
BUKOHAHY CaMOCTIiiHy po0OoTy He HabpaB 60 OaiiB yNpoJOBXK CEMECTPY, BIH Mae€
IPOTaJIMHU B 3HAHHSIX OCHOBHOT'O HAaBYAJILHO-TIPOTPAMHOI0 MaTepiaiy.

HIkaJia owiHIOBaHHS pe3yJIbTaTiB HABYAHHS 3100yBa4iB BUIII0I OCBITH

3a HAKONMYYBAJIBHOIO 3a HaHiOHAJIBHOI0 IKAJIOK
100 - 6aabHOI0O : —
IKAJIOK0 014 eK3ameniea, 36imie 3 NPAKMUKU, KYPCOGUX |\ = o o
pooim

90 - 100 GamniB BIJIMIHHO

75 - 89 GamniB no6pe 3apaxoBaHO
60 - 74 6aniB 3a/I0BUIBHO

26 - 59 6anis HE3a10BUILHO He

0 - 25 GaniB HEMPUNUHATHO 3apaxoBaHoO

6. 3aco0u AiarHOCTUKY Pe3yJIbTATIB HABYAHHS

3acob6aMu OIIHIOBAHHS Ta METOJAAMHU JEMOHCTPYBaHHS Pe3yJIbTaTiB HABUAHHS 3
HABYAJIbHOT JUCLHUIUIIHH €:
» TPYIIOBI MPOEKTH;
» 1HIWBIiTyalibHI 3aBJIaHHS;

» 3alliK.
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JHINHOT aireOpu IJid CTYJEHTIB MexaHiko-maTteMatuuHoro Qakynsrery. — K. : BIIL]
«KwuiBcbkuii yHiBepcuteT», 2019. — 224 c.
2. JuckperHa MareMatuka. Teopisi MHOXHH 1 BijgHomeHb. KomOiHaTOpuKa.
Uucnenns BucnoBimoBadb: HaBd. 1oci0. / H. I1. Tmenona ; KuiB. Ham. yH-T iM. Tapaca
[IleBuenka. - KuiB : KuiBchkuii yHiBepcurert, 2018. - 103 c.
3. Hpo3nenko B.O. Buma maTeMarnka: HeOOX1THHN TEOPETUUHUNM MIHIMYM: HaBY.
noci6. B.O. dpo3nenko, O.JI. JIpo3nenko b.: ITmonkiscskuii O.B., 2020. 264 c.
4, Ow-naiiH miapy4yHuK 3 kpuntorpadii. Pexxum goctymy: https://cutt.ly/vYii7HQ

8. Indpopmautiiini pecypcu B IntepHeri

1. Kpunrorpadist va Python: https://habr.com/en/post/265309/

2. HopmartuBHi aktu Ykpainu www.nau.kiev.ua/

3. OcHoBH KPUMTOJIOTI. Pexum JIOCTyIYy:
https://moodle.znu.edu.ua/course/view.php?id=4199

4. OcCHOBHI TOHSTTS KPINTOJIOTII: http://lib.mdpu.org.ua/e-
book/kruptologiya/lectl.html

S. [TopiBHSIHHS CUMETPUYHHX Ta ACUMETPUYHUX KPUIITOCUCTEM:

https://sites.qoogle.com/site/sucasnikriptosistemik/home/porivnanna-simetricnih-
zasimetricnimi-kriptosistemami

6. VYkpaincbke mpaBo www.ukrpravo.com

7. Uludpysanus y Python: https://python-scripts.com/encryption-cryptography

9. MocwiaHHsI HA AMCTAHIIHMIA KypC

JlucTaHuiiHUid Kypc ITUCIHMIUIIHM Ha OCBITHbOMY KOHTeHTI B CMS Moodle
http://212.3.125.77:9090/moodle/course/view.php?id=2291
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